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MEMORANDUM FOR: Deputy Director of Information Technology
for Management

FROM:
Computer Security Group, OIT

SUBJECT: Review of the Undate on Computer Security
Legislation

REFERENCE: Memo for Multiple fm LD/OLL, dtd 4 Nov 85,
Subject: Update on Computer Security
Legislation

1. The Computer Security Group (CSG) has reviewed the
amended H.R. 2889 as provided by in the reference
memorandum. While it is not this Agency's intention to
aggravate the House Government Operations Committee or any
Branch of the Congress, I strongly believe that every attempt
should be made to amend the Bill to preserve the authority of
the DCI. Specifically, the Bill should include the language
that was originally suggested that: 'Nothing in this Bill
alters the existing authorities of the Director of Central
Intelligence, including his responsibility for the protection of
intelligence sources and methods.'" Although this Agency may be
exempt from Sections 3 and 4 of the Bill, by virtue of the
Agency's exemption from the Federal Property and Administration
Act of 1949, it is believed that the Agency should be
specifically exempted from the entire Bill.

2. In reference to Section 5 of the Bill, CSG agrees with
the original position, taken by the Agency, which states that the
Agency must be able to continue its own strict Agency program in
computer security. As long as the Proposed Bill imposes minimum
standards for training, this Agency's computer security training
programs, which are more rigorous and stringent than other
government agencies, should not be affected.

3. In reference to Section 6 of the Bill, CSG has serious
concerns regarding the wording and intent of the proposed Bill.
While it is true that a majority of the Agency's computer systems
are classified, there are unclassified systems, specifically VMU,
that would be affected by this Bill. Additionally, there are a
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number of personal computers that are used throughout various Agency
components in an "unclassified" mode. These systems, when taken in
aggregate, could in fact become classified. The application of this
Bill to '"unclassified systems' was previously addressed by Donald C.
Latham in his testimony before the Subcommittee on Legislation and
National Security Committee on Government Operations, U.S. House of
Representatives, on 18 September 1985. He suggested that the Bill

be amended to read: ''sensitive non-national security-related," as
opposed to the proposed terminology in the Bill which states
"sensitive but unclassified information." I support Mr. Latham's

position and I also agree with Mr. Latham's statement that the Bill
potentially could cause confusion, in that NSDD 145 has barely been
in affect for 1 year. 1If H.R. 2889 is enacted, it is my opinion
that it will only add to the confusion within the Federal
Government regarding what standards and policies are to govern the
Federal Government's computer systems since NSDD 145 establishes a
mechanism under the National Telecommunications and Information
Systems Security Committee for the nromulgation of national
computer security policies.

4. While this Agency could let NSA, OMB, and NBS take the
lead in opposing H.R. 2889, I believe it is in the Agency's best
interest to lobby for a spec1f1¢ exclusion from this Bill to
protect this Agency's equities.

nof
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Centra! Intelligence Agency

Washingior D € 20505

6 August 1985

Mr. James M. Frey -~

Assistant Director for Legislative Reference
Office of Management and Budget

WashinESOQ, D.C. 20503

VWA
Dear &é;/ﬁkfiia

Enclosed ic a response to a2 reguest by Congressman Brooks
Chairman of the House Government Operations Committee, for the
views of the Agency on H.R. 2869, a bill to provide for
computer security research and training of federal employees in
computer security. The proposed response states that while we
share the concern of the Congressman over computer security,
the bill should be amended so as to allow the Agency to
continue its own very strict mandatory training of personnel in
computer security in accordance with established guidelines
tailored to meet the security requirements of the Agency.

We ask that your office review the Agency's response and
advise us as to whether or not there is an objection to its
transmittal. Since Congressman Brooks has requested a prompt
reply, we would appreciate expedited action on our response.

Sincerely,

Charles A. Brrsgs
Director, Office of Legislative Liaison

Enclosure
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Centra! Imdhgcrx:t Agenay

The Honorable Jack Brooks

Chairman -~
Committee on Government Operations
House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

This letter is in response to your recuest for the views of
the Central Intelligence Agency on H.R. 2889, a bill introduced
by Congressman Glickman to provide for a computer security
research program and training of federal employees who are
involved in the management, operation, and use of computers.
Mr. Casey has asked me to respond on his behalf. While the
Agency agrees with the congressional findings in the bill
regarding the need to train employees in computer security
procedures, we believe the bill should be amended to preserve
the authority of the Director to continue the Agency's own very

strict computer:security prograr in accordance with established
guidelines.

There is little doubt that the Federal Government needs to
improve the security of its computers. Computers now store a
very large amount of highly classified data and sensitive
information and have become a target for hostile foreign powers
engaged in espionage. Should a foreign power gain access to
this Agency's computers or those of agencies of the
Intelligence Community, the harm to national security would be
extraordinary. In addition to the threat from hostile
intelligence services, the Agency must a2lso be mindful of the
threat posed by the so called "hackers"™ who illegally break
into government computers.

The Agency has a very active program underway to safeguard
its computers from unauthorized access. This program includes
the procuring of both hardware and software designed to ensure
the highest degree of security. There is also a research
program underway designed to create new systems capable of
defeating the most determined and sophisticated means of
accessing our computers without authorization. Finally, we
conduct a very rigorous program to educate our employees on
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computer security awareness and good security practice. We
believe this progran hac been highly successful in safeguarding
our informetion.

Should the Government Operations Committee decide to go
forward on this legislation, we believe that the bill should be
amended to preserve the authority of DCI to safeguard Agency
computers against unauthorized access. Specifically, we
suggest that the following language be inserted into the Bill:

Nothing in this bill alters the existing authorities
of the Director of Central Intelligence, including

his responsibility for the protection of intelligence
sources and methods.

Adding this languazge to the bill will ensure that the Agency
will be able to continue its own very strict mandatory training
of personnel in computer security in accordance with
established guidelines tailored to meet the security
requirements of the Agency. [ This mandatory computer security
program is more stripgent than other agencies that do not
regularly deal in classified information.} A cingle set of
regulations to cover all federal agencies that does not
accommodate the particular security needs of individual
agencies is not the most effective means to provide the
necessary protection needed for computers containing our
nation's most sensitive secrets.

We appreciate the opportunity to comment on this
legislation. 1If you or your staff have any questions on our

comment is bill, please do not hesitate to contact me or
(ﬁgnihof my staff at

The Office of Management and Budget has advised that there
is no objection to the submission of this report from the
standpoint of the Administreation's program.

Sincerely,

Charles A. Briggs
Director, Office of Legislative Liaison
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OLL85-2723/1
16 September 1985

MEMORANDUM FOR: Director, Office of Security
v Deputy Director, Office Information Technology:-
Chief, ILD/OGC ' '

FROM:

Chief, Legislatdon Division/OLL

SUBJECT: Request for Comments on DOD Testimony on
H.R. 2889, Computer Security Research and
Training Act of 1985

1. Attached for your review and comment is DOD's testimony on
H.R. 2889, the Computer Security Research and Training Act of 1985.
This bill, also attached, provides for the National Bureau of
Standards (NBS) to establish a computer security research program
to address the problem of computer security in the Federal
government. The bill also requires each federal agency to furnish
mandatory periodic training in computer security for all employees
who are involved with the management, use or operation of
computers or other automated information systems.

2. In the attached testimony, DOD endorses the general intent
of H.R. 2889, but requests that this legislation more carefully
delinate the exact scope of NBS's charter in developing standards

in this area. Specifically, DOD suggests that NBS' responsibili-
ties be limited to establishiﬁﬂ-ﬁ?géggﬁg-;hich address
"unclassified .but_sgepsitive non-patjonal securiti-related
information™. NSDD 145 wou continue to apply to fied
nafional security information. While DOD notes that H.R. 2889 and
NSDD 145 address two different categories of information, the
attached testimony does strongly emphasize the need for continued

cooperation between NBS' efforts and that of DOD and other
national security agencies in this area.

3. OMB requires our comments on the attached testimony by noon
Tuesday, 17 September 1985. I apologize for this short deadline,
but this office did not receive this testimony until 5 o'clock
today.

Attachments
as stated
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STATEMENT
BY
DOMALD C. LATHAM
ABSISTANT SECRETARY OF DEFPENSE
COMMAND, CONTROL, COMMUNICATIONS, AND INTELLIGENCE
AND
CHAIRMAN
NATIONAL TELECOMMUNICATIONS AND INFORMATION SYSTEMS SECURITY
| COMMITTEE
, CONCERNING H.R. 2889
BEFORE THE
SUBCOMMITTEE
ON LEGISLATION AND NATIONAL SECURITY
COMMITTEE ON GOVERNMENT OPERATIONS
UNITED BTATES HOUSE OF REPRESENTATIVES
SEPTEMBER 18, 1985

e YOO - - .. . oL .
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rman and menpers of the suboommittes:

Thank you for this opportunity to testify on H.R. 2889, known
as the sComputer Security Research and rraining Act of 1985".

anis bill has the objectives of providing for a computer security
research progran within the National Bureau of Standards (NBS) and
also providing for the training of Federal Employees who are involved
in the management. operation, and use of automated information

(AIS) systems. The efforts of this subcommittee are to be applauded
as it carries out in its investigation of the importance of the
computer systens security problem tO this nation and considers
actions aimed at ooming up with ocqpxohcnaivo remedies to this
complex issue.

Today: I would like to address mysalf first to the general
intent and overall purpose of the bill bY providing perspectives,

in my dual roles as poth the Assistant gecretary of Defense for
Command, Control and Communications and Chairman, National Tele-
communications and information Systems gecurity Comnittee (NTISSC),
of the problems we face. B8econd, 1 would like to highlight possible
areas of potential confusion in the pill requiring clarification so
as not to impact adverssly on existing Adninistration programs.
Finally, I have included in my testimony suggested revisions to the
bpill for your carsful review and action.

pirst, I wholehsartedly support the general intent of H.R. 2889
to provide for much needed support in the area of computer systems
security training and education. All to often this is an area sorely
overlooked and poorly funded because it is not glamorous. Also,

as you are all too aware, the computer system security problem is
extremely complex and solutions to the problem are made all the more
‘4igficult by continuing rapid advances {n the state-of-the-art.

The emerging use of supercomputers and the proliferation of local
area networks are put two examples of technology that make the
computer systems security problem & challenge that must be faced
now. The problem {s immense in scope and associated R&D in the

area is totally {nadequate. The shortage ©of highly qualified and
trained protolnionalu {n computer systems security aggravates the
problem. Any effort to try to assist in this endeavor is clearly

walcome.

In this regard, 1 view H.R. 2889 as a positive step to achieve
consensus on the need for additional resources. The National
Bureau of gtandards has for eome time been an {important center of
expertise in certain facets of computer systens security. It is
entirely appropriate, therefore, that the XBE be tapped to take on
additional ronponuibilitioo and funding in research and related
activitiens as reiterated in the Bill. Let me quickly caveat my
comments by saying that, to be truly effective, thess additional
NBE efforts must be further focused in the oontext of on—going
efforts such as those which fall under National Security Decision
Directive (NSDD-148) so to avoid costly duplication of effort.

I will address this issue in aome detail later.

Sanitized
zed Copy Approved for Release 2010/12/14 : CIA-RDP87BOO858R0004604';60005F7’ —— e




mnltlzed Copy Approved for Release 2010/12/14 : CIA-RDP87B00858R000400460005-7

2

As Chairman of the NTI1S6C, I view as one of my Xey responsi-
pilities making sure the problem of computer systems security is
recognised by the public at-large as an important national issue.
We have not done as good a job as we might have done in the past
because we were not properly organized. The NTISSC structure now
in bpeing provides that organization and we are moving shead with an
aggressive awareneas program in concert with similar initiatives
pbeing carried out by the NBS.

At its last meeting on 4 September 1985, the Subcommittee on
Automated Information Systems security (SA188), one of the two
major subcommittees of the NT186C, approved for issuance to the
NTISSC a proposal to_*ag“i§ education and training of federal
departments and agenc es. expect the NT165C to take up this
proposal and make it a Mational Poliey. in this regard, the
National Computer Beocurity Center (NCSC) at the National Security
Agency (NBA) has begun development of training couraes in AIS
systems security for a DoD-apongored avareness program. The NCSC
will provide materials to other government, departments and agencies
for awareness training. of course, funding for such training
resourcées remains a problen.

Let me focus just a moment on some other DoD education and
training efforts. Ve are developing guidelines which will make it
easier to determine and specify the jevel of security that a system
needs when generating requests for procurements OI acquisitions.
Also, we are in the process of issuing a Standard entitled, "D
Trust ) 14 ", hereafter referred to
& e Criteria, to assist in evaluating the effectiveness of safe-
guards for Defense applications. By the way, the SAISS adopted use
of the Criteria on an interim one-year trial pasis. Finally, the
.poD is undertaking an ambitious computer vulnerability reporting
program aimed at correcting security weaknesses in DoD computer
systems. This effort should alsc be very useful for designing a
national reporting program.

in my testimony for Mr. Glickman, Chairman of the Subcommittee
on Transportation. Aviation and Materials, Committee on Science and
Technology, on 27 June 1988, I indicated that a high priority item
was trying to provide a working definition for what constitutes
"gensitive” information. since that time, the SAISS has approved
for issuance to the NT1SS8C a proposal for defining sensitive infor-
mation. Specifically, it separates unclassified dut sensitive
information into two categories: 8 ive tional security-related:;
and sensitive non-national secul . e DD
145 e Jormer ocategory. Unclassified but sensitive .
non-national security-related is the concern of the civiliarn sector i
with NBS playing a major role. A — =

Let me reiterate that NSDD-145 does not cover unclassified but
sensitive non-national security-related information and therefore,
it in no way restricts, controls, Oor manages the activities of other
ggpifal‘departmento or agencies who have responsivilities in non=-
national security-related areas. 1In order to maintain this clear
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demarocation line, language in H.R. 2889 nakiné reference to “"sensi-
tive" information should be amended to reflect that “unclassified
put sensitive non-national security=related” data is the sudbject

dats in question.

on the matter of research and development (R&D) responsibilities,
the NBS has a well-developed program in the area of computer systems
security. The NBE derives its responsibilities from the Brooks Act
of 1965 (P.L. 89-306), , the Privacy Act of 1974 (P.L. 93-579), and
the Paperwork Reduction Act of 1980 (P.L. 96-511). We view these
responsibilities as distinot both in intent and focus from those
cited in MSDD-145. Again, NSDD-145 addresses only unclassified but
sensitive national security-related &nd does not cover unclassified
but sensitive non-national security-related information. More
directly, privacy information, information on fraud, waste, and
abuse, or proprietary data held by an agency is not covered by

NSDD=145 dictates.

Let me quickly add that we don't intend to meddle in NBS
authorities or responsibilities in these areas. Rather, we see
the NBS efforts and those of other federal agencies under NSDD-145
as complementary and supportive of each other. Clearly, technical
measures and techniques can apply equally well in many circumstances
and technical interaction must be encouraged.

Indicative of the strong current relationship between the NBS
and the DoD, is the high-level of cooperation between the NBS and
the National Computer Security Center at NSA which is already
impressive and growing. Bpecifically, they have jointly sponsored
for the past eight years a National Computer Security Conference.
This year's conferences, scheduled from 29 September 1985 to 3
October 1985, will focus on mutual subjects of concern such as

gequre petworks, verif ion, labelling., a profils of “hackers”,
and data Just a few. It will be

attended by business, academia and government and allows for
critical transfer.of the results of the National Computer Security
Center research and the NBS :oqoarch throughout government and the

private sector.

Important work is proceeding between NBS and the NCSC in the
area of personal computers and office automation. In this regard,
a Guideline on Password Management is being published by the NCEC
and will become an appendix to the NBS Password Usage 8tandard
already in existence. Additionally, the XBS has done impressive
work in micro=ocomputer and mini-computer systems security which
the NCSC is using. As a final example, NBS and the NCBC is sponsor-
ing a symposium on risk analysis to examine methodologies of mutual
benefit. Again, these efforts represent the high degree of inter-
action between these two centers of expertise.

This cooperation must continue. However, the federal audiences
for their respective services is different. The NCBC's target audi-
ence is the National Becurity Community while MBS services the

3 ) Az cMa N S -a0g Iv:el G -/391/60
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civilian seotor- While the staffs of both organizations are highly
specialised, there is continuing reliance by NCSC staff on NBS
Institute for Computer Sciences and Technology (I1CET) staff
expertise and vice-versa. 1In fact, two NSA employees ourrently

are working at NBS with the purpose of transfering expertise to
civilian users. This arrangement hae worked remarkably well in

the past and must be preserved.

Let me add that the NBS has taken an active role in the
gubcommittee On Automated Information Systemns Security (BAlSS)
of the NTIBSC. The NBS menber is the 1C6T Director, Mr. James
Burrows. Mr. Burrows has been instrumental in the promulgation
by the BAIES of the recent 1suunncoorolating to defining sensitive
information categories as well as the issuance on training and
education.

As a final point on the issue of NSDD-145 and NBS
responsibilities, NEDD-145 requires that MBS submit for NTISSC
approval proposed computer systems security standards prior to their
4ssuance as a Federal Information processing system (F1P8) standard.
once again, this applies only to proposed standards where national
security-related matters are concerned standards unrelated to
pational security are not covered. In this regard, it is anti-
cipated that, Federal Information processing Btandard No. 112, Pass-
word Usage Standards, . will be the first such standard processed
under the NTISSC structure because {t nas application to both dboth
unclassified and classified processing environments.

In accordance with the preceding, 1 would now like to turn
my attention to some of the areas in the bill that potentially
oould n and which, I fesl, could benefit from addi-

ona clarification.

rirst, on page 2 of H.R. 2889, reference is made to “"sensitive”
information. I suggest this Dbe amended to read »gensitive unclassi-
fied non-national security-related."” Also, for clarity. this
phrase should also be used to gy the use of the tern “informa-~
tion" as used on page 3 gec. 18 (b) (2).

second, on page 3 of BR.R. 2889, Section 18 (a) should be
amended to clearly set forth that H.R. 2889 does not seek to impact
Administration efforts under NSDD=-145. Therefore, I propose the
following dbe inserted as the last sentence of paragraph (e)s "The
following NBS programnm shall be undertaken in consonance with those
computer system security responsibilities delineated in National
gecurity Decision Directive 143, *National Policy on Telecommuni -
cations and Automated Information Systen Becurity.” This important
adjustment minimizes overlap of responsibilities between the
Department of Commerce and the Department of Defense and recognizes
that both programs are complementary and supportive.

In olosing, let me allay the fears of those who feel that
NSDD-14% 4ces in soms WAy, shape, or form restriot current NBS

e v
Yo, ISSaViinal Iv:v1 c891/68 j
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opm.. dards-msaking sfforts. K8DD-145%5
Goea ntu:g:g.::gn the statutory base already

tible and complementary efforts. §

curity is a major challenge that needs
h u:::ingizt;?:iz;ovor {nd resocurces this nation can muster.
::1030;. jet's move ahead th.th¢; 1? th; Qggztt sft:a:::ny and
not competition. 1 feel H.R. .
:::g;;::::g'changel g.propo-od. is a positive step in foastering

this spirit of cooperation.

NSA, who

anying me is Mr. Robert Rich, Deputy Director,

will 28:::&: 3..3:1». the ucti;iiiol of th; gzzp:;o;s:o::rtgz sreas
ther programs nhow being ocarrie

5?":35p325r°-y.e.§. 2ocur1ty avareness, eduocation, training, and

research and development.
14
. {rman, this concludes my prepared remarks. I wou
be hA:;y Eg.nnowo; any questions that you or the SBubcommittee
have.
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94t CONGRESE
1225 H, R. 2889

Tc¢ emend the Aci estsblishing the Nstions] Bureau of Standards to provide for &
computer security resee~ch program withir suck Bureau. and to provide for
the training of Federe! emplriees whe are involved in the mansgemen:.
operation. &nc us: of BUlCILLie Infermenion processing sysiems

IN THE HOUSE OF REPRESENTATIVES

JUNE 27, 1985

Mr. GLickMaN (for himself, Mr. FuQua, Mr. BRoOKs, Mr. BRowN of Californis, A
Mr. WieTe, Mr. WaLGreN, Mr. NEL8ON of Floride, Mr. WYDEN, Mr.
HucHEs, Mr. LEw1s of Florids, and Mr. HORTON) introduced the following
bill; which was referred jointly to the Committees on Science and Technolo-
gv and Government Operations

A BILL

To amend the Act establishing the National Bureau of Stand-
ards to provide for & computer security research program
within such Buresu. ané to provide for the training of
Federal emplovees who are involved in the management,
operation, and use of automated information processing
systems.

1 Be 1t enacted by the Senate and House of Represer.to-
2 tives of the United States of America in Congress assemiicc.
3 SECTION 1. SHORT TITLE.

4 This Act r.oo we -2 & the “Computer S -+
5 Research anc Treung Ac o 19857

9

Sanitized Copy Approved for Release 2010/12/14 : CIA-RDP87B00858R000400460005-7



STAT

S .
Sanitized Copy Approved for Release 2010/12/14 : CIA-RDP87B00858R000400460005-7

OLL 85-2400
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w4 Ndvemb 1985

A
e
e

MEMORANDUM FOR: Director, Office of Security
Chief, Legislative Liaison, IC Staff
Deputy Cirector, Office of Information &
Technology Manzcement

FROM:
Legislation Division
Office of Legislative Liailson
SUBJECT: Update on Computer Security Legislation
REFERENCE: Memo to Director, Office of Security, from
Pearline, Za%tei 16 July 1985, same subject

1. The purpose of this memo is to provide an update on the
status of H.R. 2889, the Computer Security Act of 1985. You
may recall that this legislation was introduced by
Representatives Glickman and Brooks on 27 June and referred
jointly to the House Committees on Science and Technology and
Government Operations. As originally introduced, the bill
provided that the National Bureau of Standards shall establish
arch program for the

and conduct a computer security rese
federal government and develop guidelines for use by federal
agencies in training their emplcyees in computer security
awareness and good security oracticzs. The bill also provided
that the details and scope of tne :raining would be prescribec
by OMB.

2. In response to a rzguest oy Congressman Brooks, we sent
a letter on 19 September 1985 to the Congressman containing our
views on the legislation. The letter endorsed the goal of the
bill, i.e., improving computer sacurity, but reguested that the
bill be amended to preserve tne zuthority of the DCI to
safeguard Agency computers. Fcllowing nearings held on
18 September 1985, the Subcommittee on Legislation and National
Security of the House Government Cperations Committee on

23 Octcober conducted a marx<p c¢f H.R. 12389. In the marx<up, an
amendment in the nature of a sucstitute was offered by
Tongressman Brooks and was adopted by the Subcommittee. A copy
of the amendment is attached. On 29 October the full House
Government Operations Committee approved the bill.

S ————— —
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3. Although H.R. 2889 as approved by the Government
Operations Committee did not incorporate our suggested

ame t, I believe that the amended BYIT Sucstantially
benefits the Agency by excluding the Agency Ircm mcst of its
provisions. | Sectio of the bill would giv= the Natiocnal

Bureau of Standards (NBS) sole jurisdiction cver the computer

security issue in the federal government, but only to the

extent the computer and telecommunication systems are subject

To the provisions of section ITL of the Federal Property and
minlstration Act of 1949 (40 USC §759) or chapter 35 of

Title 44.  The Agency 1s exempt from the Federal Property and 9*‘

Administration Act by virtue of 40 U.5.C. §474 7I7). =lhe
Tfﬁﬂgﬂ;;ﬁ_gxgmg; from the provisions of chapter 35 of Title 44,
.5.C., that pertain to computer and telecommunication systems

by virtue of 44 U.S5.C. §3502. Thus the provisions of section 3

of the bill wo ot apply to the Agency. The Agency is also ;r%
exempt fromfsection 4 pf the bill, which pertains to the
establishment of automatic data processing and related

telecommunications standards, because this section amends the
Federal Property and Administration Act.

4. The Agency probably would not be exempt from Section 5
of the bill, which requires periodic mandatory training of its
personnel in computer security in accordance with regulations
issued by OPM.l I have discussed with congressional staff
the Agency's concern that these regulations would establish
training guidelines that would not be sufficient for own
security needs. The staff has stated that these guidelines
would only es ds and that an
agency would be free to establish more rigorous training to
protect computers that contain highly classified data. In

lan argument could be made that this section does not
apply to the Agency since these regulations are to be developed
in accordance with section 3 of the Act, wanich the Agency is
exempt from. I am not prepared at this pcint, however, to
certify that such an argument would carry -he dary.
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addition, you should be aware that OPM on 30 October testified
before a subcommittee of the House Science and Technology
Committee that this legislative authority was unnecessary and
that agency heads should be given some discretion in setting up
their training programs. Congressman Glickman agreed with this
and stated that provision may be changed.

5. The Agengy ij_a_ls_o_w from section 6 of the
bill, which requires that eac ederal agency identify computer
and telecommunication equipment systems that store unclassified
but sensitive data. The section also requires that the federal
agency establish a plan for the security of those computers
storing unclassified data and that such plans be transmitted tc
NES and NSA and be subject to disapproval by GSA. 1 suspect
that the impact on us would not be great since our computer
systems store mostly classified information. ’

. 6. It is my judgment that this legislation will move
forward in the House during the next month. The House Science
and Technology Committee has completed its hearings on this
matter and will markup the legislation in the next few weeks.
buring these hearincs, held on 2% and 30 Octcter, the
Administration came out forcefully against the bill. NSA andé
OPM both stated that the legislation was not necessary and
would do more harm than good. More significantly, Japges
Burrow, the Director for the Institute of Computer Science and
Technology, NBS, has come out strongly against the bill, as has
the Deputy Secretary of Commerce. Despite this opposition,
Congressman Brooks is determined to move thls legislation
forward and the bill wil rob e
end of the year. Prospects for Senate action remain uncertain.

7. Because the legislation will be moving forward, it is
necessary that the Agency make a determination whether to take
an active role in opposing the bill.qr amending it further. 1
would appreciate your review of Sections 5 and 6 of the bilil to
determine whether these sections wWould cause significant
problems for the Agency. My inclination is to let NSA, OME,
and NBS take the lead in opposing the legislation. 1f you
believe that further amendments to the legislation are in or
to protect Agency eguities, please let me know so that we ca
take appropriate action. -

der
b

Attachment:
as stated
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